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This Resource Guide has been put together for you to
gain a foundational understanding of Cybersecurity

TOPICS

Best Practice
Careers & Teams
Industry Guides
Compliance
Cloud
Ransomware

ICS

Vulnherability Management
Phishing

IAM

loT

Bonus Content

\With thanks to:

Anastasios Arampatzis, David Bisson, Bob Covello, Ambler Jackson, Zoe Rose,
Katrina Thompson, Joe Pettit, David Turner, Amy Bock, Michal Niebauer, Patrick
Price, Joanna Stevens, Emma Colburn

Tripwire, ITEGRITI, (ISC)?, Cisco, Thales, Cybersreason, Ampcus Cyber, Orignix,
Venafi, Sentinel IPS, ReliaQuest, Techspective, Information Security Buzz




Best Practice

Topic

Creating Cybersecurity Team
Training

Culture

Cybersecurity is Everyone's Job
Risk Management

NIST

CIS

MitreATT&CK

Compliance Program

Topic

Why Choose Cybersecurity
Getting Started

Paths to Cybersecurity
Skills Gap

Professional Development
Training

Burnout

Role of CISO

Getting Experience
Working from Home
Mobile Security

Insider Threats

Checklist

Link

How to Build a Remote Security Team

Cybersecurity Training: Raising Awareness And Securing Your Business

Creating a Cybersecurity Culture

Cybersecurity is Everyone's Job

How to Apply the Risk Management Framework (RMF)

NIST Cybersecurity Framework — The Key to Critical Infrastructure Cyber Resiliency
Center for Internet Security (CIS) Controls: Your Complete Guide of the Top 20
The MITRE ATT&CK Framework: What You Need to Know

Cloud Compliance Best Practices: A Quick Overview

Link

Why Cybersecurity is Great Choice

11 Resources to Help You Get Started in the Cybersecurity Industry

Diversity in Cybersecurity: A Mosaic of Career Possibilities

Expert Guide to Tackling Skills Gap

Security for Life: Promoting the Development of a Security Professional

11 Respected Providers of IT Security Training

8 Daily Practices to Avoid Cybersecurity Burnout

CISO Interview Series: How Aiming for the Sky Can Help Keep Your Organization Secure

How to Get the Experience You Need to Pursue SSCP

6 Cybersecurity Tips for Working from Home

2021 Cybersecurity: Mitigating Mobile Security Risks for CISOs

How to Secure Hybrid Teams Against Insider Threats

Checklist for Securing Remote Working Environments



https://www.tripwire.com/state-of-security/off-topic/38133/
https://www.tripwire.com/state-of-security/featured/cybersecurity-training-raising-awareness-and-securing-your-business/
https://itegriti.com/2020/blog/creating-organizational-cybersecurity-culture/
https://www.tripwire.com/state-of-security/security-data-protection/cyber-security/cybersecurity-is-everyones-job/
https://www.tripwire.com/state-of-security/government/applying-risk-management-framework/
https://www.tripwire.com/state-of-security/featured/key-critical-infrastructure-cyber-resiliency/
https://www.tripwire.com/state-of-security/security-data-protection/security-controls/cis-top-20-critical-security-controls/
https://www.tripwire.com/state-of-security/mitre-framework/mitre-attack-framework-what-know/
https://www.tripwire.com/state-of-security/security-data-protection/cloud/cloud-compliance-best-practices-a-quick-overview/
https://blog.isc2.org/isc2_blog/2020/08/why-cybersecurity-is-a-great-choice-for-an-exciting-career.html
https://blogs.cisco.com/security/11-resources-to-help-you-get-started-in-the-cybersecurity-industry
https://www.cisco.com/c/en/us/products/security/diversity-in-cybersecurity.html?CCID=cc001919&DTID=oblgcdc000651&OID=ebksc023343
https://www.tripwire.com/state-of-security/featured/expert-guide-tackling-cybersecurity-skills-gap/
https://www.tripwire.com/state-of-security/featured/security-for-life-promoting-the-development-of-a-security-professional/
https://www.tripwire.com/state-of-security/off-topic/10-respected-providers-security-training/
https://www.tripwire.com/state-of-security/featured/daily-practices-to-avoid-cybersecurity-burnout/
https://www.tripwire.com/state-of-security/security-data-protection/ciso-interview-aiming-for-sky-help-keep-your-organization-secure/
https://blog.isc2.org/isc2_blog/2020/10/how-to-get-the-experience-you-need-to-pursue-sscp-certification.html
https://www.tripwire.com/state-of-security/security-awareness/cybersecurity-tips-for-working-from-home/
https://www.tripwire.com/state-of-security/risk-based-security-for-executives/risk-management/cybersecurity-mitigating-mobile-security-risks-for-cisos/
https://www.tripwire.com/state-of-security/security-data-protection/how-to-secure-hybrid-teams-against-insider-threats/
https://itegriti.com/2020/cybersecurity/checklist-for-securing-remote-working-environments/

Industry Guides | A

Auto Industry 5 Cybersecurity Considerations for the Auto Industry

Aviation The Aviation Industry Needs to Move Towards Cyber Resilience

Banking How can banks succeed in the digital banking era?

Construction Cybersecurity Challenges in the Construction Industry

Critical Infrastructure Industrial Cybersecurity: Guidelines for Protecting Critical Infrastructure
eCommerce Newbie Retailer’s Guide to E-commerce Security

Electricity Achieving CIP Compliance, NERC-Style

Finance Cyber Risks for Financial Institutions

Healthcare Security with Life & Death Consequences

Hospitality Malicious Actors Reserving Their Cyber Attacks for the Hospitality Industry
Maritime U.S. National Cybersecurity Plan Promises to Safeguard Maritime Sector
Oil & Gas Securing the Qil & Natural Gas Pipelines

Transportation Transportation Systems Sector Cybersecurity Framework Implementation Guide
Water 15 Cybersecurity Fundamentals for Water and Wastewater Facilities

Topic Link

Overview The Hidden Benefits of Compliance

HIPAA Understanding the HIPAA Security Rule: What you Need to know
PCI A Beginner’s Guide to PCI Compliance

GDPR The Ultimate GDPR Checklist

California Are you prepared for CCPA? What you need to know

FedRAMP FedRAMP and Federal Cloud Security

CMMC CMMC — What you need to know

FISMA How to Pick the Right Solution for FISMA SI-7 Compliance

NERC CIP NERC CIP Audit Field Guide

NIS NIS Compliance


https://www.tripwire.com/state-of-security/regulatory-compliance/the-hidden-benefits-of-compliance/
https://itegriti.com/2020/blog/understanding-hipaa-security-2/
https://www.tripwire.com/state-of-security/regulatory-compliance/beginners-guide-pci-compliance/
https://itegriti.com/2020/compliance/ultimate-gdpr-compliance-checklist/
https://itegriti.com/2020/blog/california-consumer-privacy-act-what-to-know/
https://www.tripwire.com/state-of-security/government/fedramp-federal-cloud-security/
https://itegriti.com/2020/blog/cybersecurity-maturity-model-certification-cmmc/
https://www.tripwire.com/state-of-security/government/solution-fisma-si-7-compliance/
https://itegriti.com/2020/compliance/steps-successful_nerc-cip-audit/
https://www.tripwire.com/state-of-security/regulatory-compliance/achieve-compliance-nis-directive/
https://www.tripwire.com/state-of-security/security-data-protection/iot/5-cybersecurity-considerations-for-the-auto-industry/
https://www.tripwire.com/state-of-security/featured/aviation-industry-needs-to-move-towards-cyber-resilience/
https://cpl.thalesgroup.com/blog/data-protection/secure-banking-transactions
https://www.tripwire.com/state-of-security/ics-security/cybersecurity-challenges-in-the-construction-industry/
https://www.tripwire.com/state-of-security/ics-security/industrial-cybersecurity-guidelines-protecting-critical-infrastructure/
https://www.tripwire.com/state-of-security/security-data-protection/cyber-security/newbie-retailers-guide-to-ecommerce-security/
https://www.tripwire.com/state-of-security/regulatory-compliance/nerc-cip/achieving-cip-compliance-nerc-style/
https://itegriti.com/2021/managed-services/cyber-risks-for-financial-institutions/
https://blog.isc2.org/isc2_blog/2021/03/healthcare-security-security-with-life-and-death-consequences.html
https://www.tripwire.com/state-of-security/security-data-protection/malicious-actors-reserving-cyber-attacks-hospitality-industry/
https://www.tripwire.com/state-of-security/featured/us-national-cybersecurity-plan-safeguard-maritime-sector/
https://itegriti.com/2020/cybersecurity/securing-oil-natural-gas-pipelines/
https://itegriti.com/2020/cybersecurity/transportation-systems-sector-cybersecurity-framework-implementation-guide/
https://www.ampcuscyber.com/blogs/15-cybersecurity-fundamentals-for-water-and-wastewater-facilities-an-initial-review/

Cloud | B

Training Skills for Professionals

Fundamentals What is Different about Cloud Security

Migration Tips for Cloud Migration

Fundamentals for Azure 8 Cloud Security Best Practice Fundamentals for Microsoft Azure

CIS Foundations for Cloud

Security How the CIS Foundations Benchmarks Are Key to Your Cloud Security

Multi-Cloud The Many Challenges of a Multi-Cloud Business Environment

Storage Misconfiguration Cloud-Based Storage Misconfigurations — Understanding the Security Risks and
Responses

Resources 6 Cloud Security Resources that You Should Be Using

Compliance

Overcoming Compliance Issues in Cloud Computing

Team Is Your Security Team Cloud Ready?

Ransomware

Topic Link

Overview The Digital Pandemic — Ransomware
Evolving Threat The Evolving Threat of Ransomware
NIST Guide NIST Releases Guidelines for Managing the Ransomware Risk
History A Brief History of Ransomware Evolution
Ransomware as a Service What is Ransomware-as-a-Service and How Does it Work?
REvil, Ryuk and Tycoon Ransomware: How They Work and How to Defend Against
Types of Ransomware
Them
Costs Ransomware Prevention vs. Recovery: Which Costs Businesses More?
Double Extortion Rise of Double-Extortion Shines Spotlight on Ransomware Prevention

Ransomware in OT Contextualizing the Ransomware Threat Confronting OT Environments



https://www.tripwire.com/state-of-security/security-data-protection/the-digital-pandemic-ransomware/
https://www.tripwire.com/state-of-security/security-data-protection/the-evolving-threat-of-ransomware/
https://itegriti.com/2021/compliance/nist-releases-guidelines-for-managing-the-ransomware-risk/
https://www.cybereason.com/blog/a-brief-history-of-ransomware-evolution
https://www.cybereason.com/blog/what-is-ransomware-as-a-service-and-how-does-it-work
https://www.tripwire.com/state-of-security/security-data-protection/cyber-security/revil-ryuk-tycoon-ransomware/
https://www.tripwire.com/state-of-security/security-data-protection/cyber-security/revil-ryuk-tycoon-ransomware/
https://www.cybereason.com/blog/ransomware-prevention-vs.-recovery-which-costs-businesses-more
https://www.cybereason.com/blog/rise-of-double-extortion-shines-spotlight-on-ransomware-prevention
https://www.tripwire.com/state-of-security/ics-security/contextualizing-the-ransomware-threat-confronting-ot-environments/
https://www.isc2.org/Landing/Expert-Cloud-Security/Skills-For-Professionals
https://www.isc2.org/articles/what-is-different-about-cloud-security
https://www.isc2.org/Landing/Expert-Cloud-Security/Tips-Cloud-Migration
https://www.tripwire.com/state-of-security/security-data-protection/securing-azure-best-practice-fundamentals/
https://www.tripwire.com/state-of-security/security-data-protection/cloud/cis-foundations-benchmarks-key-cloud-security/
https://cpl.thalesgroup.com/blog/cloud-security/multicloud-challenges-cloud-security-recommendations
https://www.tripwire.com/state-of-security/security-data-protection/cloud/cloud-misconfigurations-understanding-security-risks-and-responses/
https://www.tripwire.com/state-of-security/security-data-protection/cloud/cloud-misconfigurations-understanding-security-risks-and-responses/
https://www.tripwire.com/state-of-security/security-data-protection/cloud/cloud-security-resources-that-you-should-be-using/
https://www.isc2.org/Articles/Is-Your-Security-Team-Cloud-Ready

Industrial Control
Systems

Topic Link

Overview Securing Industrial Contol Systems

Resource Guide 8 Top Technical Resources for ICS Security Professionals

Risk Management ICS Risk & Vulnerability Assessment

USB Threats Report: USB threats to ICS systems have nearly doubled

Challenges ICS Security: What It Is and Why It’s a Challenge for Organizations

Health & Safety Environments ~ Why is Health, Safety and Environment (HSE) dependent on ICS Cybersecurity?
IT-OT Convergence Securing Industrial Control Systems

Vulnerability

Management

Topic Link

Crowd Sourced Opinions Vulnerability Management: Myths, Misconceptions and Mitigating Risk
Guide to SMB Guide to Vulnerability Management

Best Practices Vulnerability Management Program Best Practices

Lessons Steps for Successful Vulnerability Management: Lessons from the Pitch

Difference from Pentesting The Difference Between Vulnerability Management and Penetration Testing



https://www.ampcuscyber.com/blogs/securing-industrial-control-systems/
https://www.tripwire.com/state-of-security/ics-security/7-top-technical-resource-providers-ics-security-professionals/
https://itegriti.com/2021/managed-services/disclosed-ics-vulnerabilities-increased-by-41-in-the-first-half-of-2021/
https://www.tripwire.com/state-of-security/ics-security/report-usb-threats-to-ics-systems-have-nearly-doubled/
https://www.tripwire.com/state-of-security/ics-security/ics-security-challenge-organizations/
https://orignix.com/why-maritime-sector-is-dependent-on-ics-cybersecurity/
https://www.ampcuscyber.com/blogs/securing-industrial-control-systems/
https://www.tripwire.com/state-of-security/vulnerability-management/vulnerability-management-misconceptions-mitigating-risk/
https://itegriti.com/2021/managed-services/smb-guide-to-incident-management-review/
https://www.tripwire.com/state-of-security/vulnerability-management/vulnerability-management-best-practice/
https://www.tripwire.com/state-of-security/vulnerability-management/successful-vulnerability-management/
https://sentinelips.com/2021/10/01/penetration-test-vulnerability-scan/

Identity & Access
Management

Topic Link

Guide to Guide to Access & Account Management

Zero Trust What is Identity Based Zero Trust

Modern Authentication What is Modern Authentication and Its Role in Achieving Zero Trust Security?

SSH Why SSH Is Key to Your IAM Strategy

Least Privilege The Principle of ‘Least Privilege’ in the World of Cybersecurity

SSO Understanding Single Sign On as a Means of Identity Access Management

MFA Building on the IAM Benefits of SSO with MFA and Privileged Access Management

Internet of
Things

Topic Link

Security Challenges Survey: 99% of Security Pros Struggling to Secure Their 10T & IloT Devices
Healthcare loT Security Meets Healthcare: What You Need to Know

Primer on How to Secure A Primer: Establishing Cybersecurity loT Device Guidance

Vulnerabilities Top 10 Vulnerabilities that Make loT Devices Insecure

Topic Link

Common Phishing Attacks 6 Common Phishing Attacks and How to Protect Against Them

Small Businesses Phishing Attacks Often Target Small Businesses — Here’s What to Watch for
Phishing Simulations Don’t Warn Your Co-Workers About That Phishing Test

Deepfakes Deepfake Voice Technology lterates on Old Phishing Strategies



https://itegriti.com/2021/managed-services/smb-guide-to-access-account-management/
https://www.venafi.com/blog/what-identity-based-zero-trust
https://cpl.thalesgroup.com/blog/access-management/zero-trust-access
https://www.venafi.com/blog/why-ssh-key-your-iam-strategy
https://www.tripwire.com/state-of-security/security-data-protection/security-configuration-management/the-principle-of-least-privilege-in-the-world-of-cybersecurity/
https://www.tripwire.com/state-of-security/security-data-protection/understanding-single-sign-identity-access-management/
https://www.tripwire.com/state-of-security/security-data-protection/building-iam-benefits-sso-mfa-privileged-access-management/
https://www.tripwire.com/state-of-security/ics-security/security-pros-struggling-secure-iot-iiot-devices/
https://itegriti.com/2020/cybersecurity/iot-meets-healthcare/
https://www.ampcuscyber.com/blogs/a-primer-establishing-cybersecurity-iot-device-guidance/
https://www.venafi.com/blog/top-10-vulnerabilities-make-iot-devices-insecure
https://www.tripwire.com/state-of-security/security-awareness/6-common-phishing-attacks-and-how-to-protect-against-them/
https://www.tripwire.com/state-of-security/security-data-protection/phishing-attacks-often-target-small-businesses-heres-what-to-watch-for/
https://www.tripwire.com/state-of-security/featured/dont-warn-your-co-workers-about-that-phishing-test/
https://www.tripwire.com/state-of-security/featured/deepfake-voice-technology-phishing-strategies/

Bonus Resources

Topic Link

Frameworks Your Guide to Mitigating Evolving Risk with the Right Security Framework
Resource Guide 9 Great Resources for DevSecOps

DDoS What Is a DDoS Attack and How Can You Stop Them?

Kubernetes Kubernetes Certificate Security: What You Need to Know
Cybersecurity Acronyms 40 Cybersecurity Acronym Definitions

API Security 4 Things to Know About API Security

Credential Stuffing The Anatomy of a Credential Stuffing Attack

Threat Detection Accurate and Reliable Threat Detection for your Security Program
XDR The XDR Advantage: Eliminate Dwell Time and Gain Visibility

XDR Move from Reactive to Proactive Security with Open XDR

IPS and IDS Are IPS And IDS Still Relevant?

0ora

For more great reads & resources visit us at welcometobora.com and
follow us on social media.



https://www.isc2.org/-/media/ISC2/Landing-Pages/2021/cap-mitigating-risk-security-framework/MAR-CAP-Cybersecurity_Framework-brochure.ashx
https://www.ampcuscyber.com/blogs/9-great-resources-on-devsecops/
https://www.venafi.com/blog/what-ddos-attack-and-how-can-you-stop-them
https://www.venafi.com/blog/kubernetes-certificate-security-what-you-need-know
https://www.welcometobora.com/blog/40-cybersecurity-acronyms-definitions/
https://techspective.net/2021/10/22/4-things-to-know-about-api-security/
https://informationsecuritybuzz.com/articles/the-anatomy-of-a-credential-stuffing-attack/
https://blogs.cisco.com/security/accurate-and-reliable-threat-detection-for-your-security-program
https://www.cybereason.com/blog/the-xdr-advantage-eliminate-dwell-time-and-gain-visibility
https://www.reliaquest.com/blog/move-from-reactive-to-proactive-security-with-open-xdr/
https://sentinelips.com/2021/10/28/are-ips-and-ids-still-relevant/

